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Introduction

Client-Side Web GIS

Welcome to this web GIS course focused on client-
side technologies and methods. In this first section, 
I will provide a general overview of how the web 
works and introduce web mapping in the ArcGIS 
Online environment. 
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Book Recommendation

2

https://www.esri.com/en-us/esri-press/browse/getting-
to-know-web-gis-fourth-edition

Before we get started, I wanted to provide some 
recommendations and links to additional resources. 
If you are interested in learning more about ArcGIS 
Online, I would recommend the “Getting to Know 
Web GIS” text by Fu.
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Learning to Code

https://www.w3schools.com/ https://www.codecademy.com/
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If you are interested in learning some languages for 
web development and web GIS, I would recommend 
w3schools.com and codecademy. 
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Book Recommendation

https://www.oreilly.com/library/vie
w/javascript-and-
jquery/9781118531648/

https://www.oreilly.co
m/library/view/html-
css/9781118206911/

https://www.wiley.com/e
n-
us/PHP+%26+MySQL%3
A+Server+side+Web+Dev
elopment-p-
9781119149217

This book series is a great resource if you want to 
learn web development. 
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Introduction to web programming for GIS applications: 
https://www.udemy.com/course/introduction-to-web-programming-
for-gis-applications/

Server-side web GIS applications with Leaflet and PostGIS: 
https://www.udemy.com/course/server-side-web-gis-applications-
with-leaflet-and-postgis/

Mobile GIS data collection apps with Leaflet and PostGIS: 
https://www.udemy.com/course/mobile-gis-data-collection-apps-
with-leaflet-and-postgis/
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Udemy

Udemy also has some great courses relating to web 
development and web GIS. 
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How the Web Works
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Let’s get started by exploring how the web works. 
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Server = provider of resources or services

Client = requester of services

Multiple clients can connect to one server

Internet allows these connections

Clients and Servers
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The internet consists of computers and other 
devices that are connected remotely to form a 
network. 

Within this network, servers provide resources and 
services while clients request these services. 

It is possible for multiple clients to access or connect 
to one server using the internet. 

In order to transfer information and perform tasks, 
protocols have been established for standardization.
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Client = computers, 
tablets, phones, etc. 

Multiple clients can 
interact with one server

Client requests data from 
server

Server processes request 
and returns result

Client does something 
with result

Client-Server Architecture

By OpenClipart - OpenClipart, CC0, 
https://commons.wikimedia.org/w/index.php?curi
d=721320https://commons.wikimedia.org/wiki/File:Scribley_PC_c

lip_art.png
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Client devices are those that are requesting 
information from a server and can then do 
something with this information, such as render a 
webpage or view data from a database. Client 
devices include personal computers, tablets, phones, 
etc. Multiple clients can request data from a server 
simultaneously.

Servers process requests from clients and return 
information, such as the information needed to 
render a webpage or data from a database. 

A variety of computer languages are used on the 
client, generally termed client-side technologies. 
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These include hypertext markup language (HTML), 
cascading style sheets (CSS), and JavaScript. 

It is common for different technologies and 
languages to be used on the server-side. For 
example, structured query language (SQL) can be 
used to access data from a database. 

Although we commonly think of clients and servers 
as computers, they are really software, as a 
traditional desktop computer can act as a server 
with the correct software installed. 
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HTML (Hypertext Markup Language) = used to create the basic 
structure and content of a webpage

CSS (Cascading Style Sheets) = used to design the webpage (where 
everything is placed and how it looks)

JavaScript = define the interactive elements of a webpage that helps to 
engage the users

Client-Side Web Languages

https://www.w3schools.com/html/default.asp

https://www.w3schools.com/css/default.asp

https://www.w3schools.com/js/default.asp
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Hypertext Markup Language (HTML) is used to 
define or build the content of a webpage. For 
example, it is used to define text, images, lists, links, 
and additional content on a webpage. Currently, we 
are using HTML5, the most recent iteration of the 
language.

Cascading Style Sheets (CSS) are used to define the 
styling of the webpage, such as fonts, font size, 
colors, and layout. It is also used for responsive web 
design, which entails the layout of the page 
changing based on the screen size. This is how a 
website can function on screens of variable sizes. 
Given the wide variety of devices we currently use to 
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access web content, this is extremely important. 

JavaScript is a programming language that allows 
for interactive content. For example, clicking a 
button on a webpage causes something to happen, 
such as data from a form being uploaded or the page 
content changing. JavaScript is also used to 
generate interactive web maps (for example, the 
ArcGIS SDK for JavaScript and the Leaflet 
JavaScript API). APIs will be explained in a later 
slide.

In this course, we will primarily focus on client-side 
technologies. 
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AJAX = Asynchronous JavaScript And XML

Allows web pages to be updated asynchronously 
by exchanging data with a web server 

Makes it possible to update parts of a page 
without reloading the whole page

AJAX

https://www.w3schools.com/whatis/whatis_ajax.asp
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Asynchronous JavaScript and XML (AJAX) 
technology allows for data to be read from a server 
after a webpage has loaded, updating a webpage 
without reloading the page, and sending data to a 
web server in the background. 

This is very useful since it would be very inefficient 
and slow to reload an entire page every time 
something changes on the page. 
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PHP (PHP: Hypertext Preprocessor) = server-side 
scripting language that is free and executed on the server.
Generate dynamic page content
Create, open, read, write, delete, and close files on server
Collect form data
Send and receive cookies
Add, delete, and modify data in a database
Control user access
Encrypt data

Server-Side Web Languages

https://www.w3schools.com/PHP/DEfaULT.asP
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Different computer languages are used for server-
side programming. One example is PHP: Hypertext 
Preprocessor. This language allow for many task to 
be performed by the server in response to a request 
from the client. 

In this class, we will not cover server-side 
technologies. I just wanted to mention some 
examples here so that you are aware.
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Run JavaScript on the server

Generate dynamic page content

Create open, read, write, delete, and close files on the server

Collect form data

Add, delete, modify data in your database
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Node.js

https://www.w3schools.com/nodejs/default.asp

Node.js allows for JavaScript to be used on the 
server to perform server-side operations and tasks.
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SQL (Structure Query Language) = allows you to access 
and manipulate databases
Execute queries against databases
Retrieve data from a database
Insert records into a database
Update records in a database
Create new databases
Create new tables in a database
Create stored procedures in a database
Create views in a database
Set permissions on tables, procedures, and views

Server-Side Web Languages

https://www.w3schools.com/sql/

13

Structured Query Language (SQL) allows us to 
interact with databases. For example, the client can 
request information and the server can process this 
request by submitting an SQL query to a database 
and then returning the requested information. A 
query could be submitted to make sure that the item 
you want to purchase from an online retailer is in 
stock. 

SQL is used for many database-related tasks, as 
demonstrated by the examples provided on this 
slide. 
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DOM = Document Object Model

HTML is parsed by the browser 
to create the DOM

Attempt to convert the structure 
and content of the HTML 
document into an object model 
represented as a node tree

Browser uses this model to 
render the webpage

The DOM
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A web browser (Chrome, Firefox, Edge, Internet 
Explorer, Safari, etc.) is able to receive information 
from a server (for example, HTML, CSS, and 
JavaScript) to render a webpage. 

To complete this task, the browser will need to 
generate a Document Object Model (DOM) from the 
data. I like to think of this as diagramming a 
sentence. The HTML is converted into a node tree to 
represent the components of the page and their 
interrelationships. This model is then rendered to 
generate the page. 

You can think of this as the process of creating a 

14



conceptual model from the code that is used to 
render the actual page. If there is an error in the 
code, then the DOM may not be generated as 
intended, which can result in problems with the 
webpage.
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URL (Uniform Resource Locator) = address for things on the web

http://www.wvgis.wvu.edu/lidar/

Protocol = declares how your web browser should communicate with a web 
server
HTTP (Hypertext Transfer Protocol)
FTP (File Transfer Protocol)
Etc.

Domain Name = identifies a website

Path = file or directory on the web server

Anatomy of URL
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A URL (Uniform Resource Locator) acts as an 
address for a specific page or content available on 
the internet, and it consists of several components.

First, a protocol must be defined. For example, 
HTTP (Hypertext Transfer Protocol) is used to 
transfer HTML content while FTP (File Transfer 
Protocol) can be used to access and transfer files. 

Next, a domain name is provided. For example, 
wvview.org or wvgis.wvu.edu. 

Finally, a path can be provided for a specific page 
within the domain. For example, 

15



http://www.wvview.org/Prof_Maxwell.html. 

On a server, a webpage is generally defined by a 
folder with the main page or landing page named 
index.html. The subsequent pages will occur within 
the folder. For example, on the West Virginia View 
webpage the main page is named index.html while 
my webpage is named Prof_Maxwell.html. 
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HTTPS = Hypertext Transfer Protocol Secure

Web browser encrypts any information you 
provide so it can’t be understood by a party that 
intercepts it

HTTPS is used when sensitive information is 
transferred or entered

HTTP vs. HTTPS

16

In contrast to HTTP, HTTPS (Hypertext Transfer 
Protocol Secure) allows for data encryption to 
protect sensitive data. 

Data are encrypted for transfer as opposed to being 
submitted as plain text that can be interpreted if 
intercepted. 

In order to make a site secure using HTTPS, you will 
need to purchase a certificate and set up an SSL 
(Secure Sockets Layer).
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IP Address = Internet Protocol Address

Numeric label assigned to each device connected to a 
computer network

Network ID = network that the device is part of

Host ID = designates specific device

IP Address
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An IP (Internet Protocol) address provides a unique, 
numeric address for each client or server connected 
to the internet. IPs can also be used to identify a 
device on a local network, such as a university 
domain, business domain, or home network.

The IP address consists of the Network ID, which 
indicates the network that the device is part of, and 
the host ID, which designates the specific computer 
or device. 

For example, all devices on your home network will 
have the same Network ID but different host IDs.
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Using a Domain Name System (DNS) allows you to 
provide a URL as opposed to an IP address to access 
a website. 

A dynamic IP address is often used. This entails 
assigning host IDs to devices dynamically within the 
network when they are requested. So, each device in 
the network will not maintain a consistent host ID.

LAN (Local Area Network) is used to define a local 
network, such as that for a single business or home 
while WAN (Wide Area Network) is used to define 
larger networks, such as those maintained by 
internet service providers. 
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Servers make services available to the Internet using 
numbered ports

Separate ports will be used for different services

Clients connect to a service at a specific IP address and a 
specific port

IP Address + Port defines address of a particular service 
on a particular system

Ports
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Ports identify specific addresses for applications and 
services provided by a server. 

For example, a port can be defined to provide 
licensing credentials for software in the case of a 
license server. A client computer that needs to 
access the license would need to do so using the 
appropriate IP address and port for the server that 
is hosting it. 

The server will listen for requests coming in through 
the port.

Note that it is generally not a good idea or 
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impossible to use the same port number for multiple 
tasks, such as to license multiple pieces of software. 
Fortunately, multiple port numbers are generally 
available for a single server.
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API = Application Programming Interface

URLs that provide code and functions that can 
be used to complete a task on the web

We will explore the ArcGIS API for JavaScript in 
this course to make web maps

What is an API?
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An Application Programming Interface, or API, is a 
URL or web link that provides code, functions, and 
procedures to support specific tasks. 

For example, the Leaflet JavaScript API provides 
code and functions to generate interactive web 
maps. 

APIs have many uses. I think of them as libraries of 
code and tools that can be accessed to process data 
or generate content. 

In this course, we will primarily interact with APIs 
for web mapping and interactive web map 
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production. 
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Websites that emphasize: 

 User-generated content

 Usability (ease of use, even by non-experts)

 Interoperability (this means that a website can work well with 
other products, systems, and devices) for end users

Web 2.0
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Web 2.0 is the concept of making the web user-
friendly for compatibility and the production of 
user-generated content.

As GIS professionals, we have embraced this 
concept to create interactive web maps and make 
our data and maps more accessible. 
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Allows users to edit geospatial 
data using a mobile or web 
interface

Users will edit the data made 
available by the feature service 

Volunteered Geographic Information (VGI)
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Volunteered geographic information (VGI) relates 
to collecting geospatial data and information from 
volunteers or the general public. Examples include 
the Waze app for collecting traffic data and 
OpenStreetMap for digitizing geospatial data. 

Web GIS technologies have greatly improved our 
ability to collect VGI data using web pages, web 
maps and apps, and mobile apps.
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Use real-time geospatial data from a mobile device 
or smartphone to provide information, 
entertainment, or security

Since smartphones are GPS enabled, your location 
information can be integrated into the apps

Location-Based Services (LBS)
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Location-based services relate to using your location 
information to locate yourself and your device and 
collect spatial location information. This is how a 
phone app knows your location: it has access to your 
GPS data if enabled. 

Location-based services have been well integrated 
into mobile apps and can enhance and simplify the 
user experience. 
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ArcGIS Online

23
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Allows you to create maps and apps and host content for 
use on the Web

ArcGIS Online

https://www.arcgis.com/home/index.html
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I will now provide an introduction to the ArcGIS 
Online platform, which provides web mapping 
capabilities and is produced by ESRI. 
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Created by ESRI

Integrated with ArcGIS Pro

Can obtain a free account with limited access

Can pay for an account and use more advanced 
functionality
Organization accounts
Allotted credits

ArcGIS Online
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ArcGIS is an ESRI product that is well integrated 
with ArcGIS Pro, ESRI’s desktop GIS software 
package. Integration with ArcGIS Desktop, 
including ArcMap, is less complete. 

You can obtain a free ArcGIS Online account with 
limited capabilities. Paying for an account will 
provide more robust functionality. 

It is also possible to set up organizational accounts 
to allow for collaboration, licensing, and the sharing 
of content. For example, at West Virginia University 
we have an organizational account that can be used 
by our faculty, staff, and students if they are 
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provided with a user account and invited to join.  
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Must be logged in

Available under Add 
Data  Portal My 
Content

Seeing your ArcGIS Online Content in ArcGIS Pro
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If you are logged into ArcGIS Online within ArcGIS 
Pro, you will be able to access your online content 
within the desktop application. 

Your online content will be available under Portal 
followed by My Content. You may also have access 
to data shared with you via your organizational 
account and the Living Atlas. 
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Administrator can allow access to 
ArcGIS Pro for specific user accounts 
(GIS Professional user type)

Can also provide access to extensions 
and other ESRI apps

Can download ArcGIS Pro from ArcGIS 
Online once logged in
Click on your username
Select My settings
Navigate to Licenses

27

Licensing ArcGIS Pro with ArcGIS Online Account

ArcGIS Online can also be used to provide licensing 
for the ArcGIS Pro desktop software. If your account 
is tied to an organization, the administrators of the 
organization account can grant access to ArcGIS Pro 
to specific users. The GIS Professional user type will 
have access to ArcGIS Pro by default. 

Administrators can also provide access to ArcGIS 
Pro extensions such as Spatial Analyst, Network 
Analyst, 3D Analyst, and Image Analyst. 

Note that licensing agreements with ESRI generally 
limit the number of users that will have access to 
ArcGIS Pro and specific apps, so administrators 
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may have to limit access to those that need the 
software or extensions. 

If you have been granted access to ArcGIS Pro via 
your ArcGIS Online organizational account, you can 
download the installation file on the ArcGIS Online 
page once logged in by clicking on your username, 
selecting My settings, and navigating to License. 
The download file should be available to the right of 
the ArcGIS Pro logo. 
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Viewer = allows member to view items that have been shared with them by 
other ArcGIS Online users. 

Editor = allows member to view and edit items that have been shared with 
them by other ArcGIS Online users. 

Mobile Worker = allows member to view and edit items that have been 
shared with them by other ArcGIS Online users with a primary focus on 
field apps.

Creator = allows member to view, edit, create, and share content.

GIS Professional = allows member to view, edit, create, and share content. 
Member also has access to the ArcGIS Pro desktop application.

User Types

28

Your rights and capabilities on ArcGIS Online are 
governed by your User Type. For example, a Creator 
is able to view, edit, create, and share content within 
the organization and to the general public. Your 
User Type will be defined by your organization 
administrators. Read through the examples on this 
slide to understand the differences between user 
types. 
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Viewer = allows member to view items that have been shared with them by other ArcGIS 
Online users. The member will also be able to join groups within the organization.

Data Editor = allows the member to view and edit data. The member will also be able to 
join groups within the organization.

User = allows member to view items that have been shared with them by other ArcGIS 
Online users. Users can also create maps and apps, edit features, add items, share 
content, and create groups.

Publisher = allows member to have all the privileges of users plus the ability to publish 
features and map tiles as hosted web layers.

Facilitator = publisher privileges plus the ability to invite partnered collaboration 
members to groups. This includes the privilege to create and manage partnered 
collaboration groups, invite members from another organization into groups, and create 
shared update groups.

Administrator = allows member the same privileges as publishers plus the ability to 
manage the organizational account and other users. 

Roles
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You can also be assigned a role within your 
organization. Different roles are described on this 
slide. 
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Your instructor will assign a user account

You will have a user type of GIS Professional and a role of Publisher

You will be able to create and share content

Your accounts and content will be deleted once the course is 
completed

You can use your own account if you prefer, but you must be able to 
create content and share

Account Information

30

In my courses, I provide access to ArcGIS Online 
and ArcGIS Pro by setting up ArcGIS Online 
organizational accounts for my students. 

I generally assign students to the GIS Professional 
user type and the Publisher role so that they can 
create, publish, and share content on ArcGIS 
Online. 

They will also have access to ArcGIS Pro and all 
extensions that we license. Once a student graduates 
or completes a course where the software is 
required, their account and associated content will 
be deleted. 
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We provide more permanent accounts to faculty and 
staff, including some graduate students. 
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Invite new members

Change user type and roles

Add/delete members/content

Reset passwords

Manage add-on licenses

Manage and allocate credits

Change/manage 
organizational settings

Administrative Tasks

31

Administrators for an organizational account have 
additional responsibilities and privileges within an 
organization. 

For example, they are able to invite new members to 
the organization, change User Types and Roles for 
members, add and delete members and their 
content, reset user passwords, manage add-on 
licenses, manage the allocation of credits, and 
change and manage settings for the entire 
organizational account. 

I am an administrator for the WVU organizational 
account. So, I am able to invite new members, add 
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and delete members, reset passwords, and provide 
access to add-on licenses. For example, I can 
provide students access to ArcGIS Pro using student 
ArcGIS Online accounts. 
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Administrators will have Organization tab

Within this tab, administrator can see:
overview of Organization account
overview of credit usage
overview of licenses
all member accounts

32

Administrative Tasks

This slide lists some common tasks that can be 
performed by administrators within an 
organization. 
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Subscription Number

License renewal date

Number of members

License and credit usage

Add-on license usage

33

Organization Information

The Organization tab provides information about 
the organization’s ESRI account, including the 
information listed on this page. This information is 
generally only made available to administrators. 
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Organization Tab Members  Invite Members

Manually enter info for single new user

Use formatted CSV file for multiple users

34

Adding Members

Administrators can invite new members to join by 
adding them one-at-a-time. Alternatively, they can 
add multiple new users at once by uploading a CSV 
file. This CSV file will require First Name, Last 
Name, Email, Username, Role, and User Type fields. 
In the example on this slide, the new user is being 
assigned a Publisher role and a GIS Professional 
Advanced user type. 

If the administrator selects “Add members without 
sending invitation”, each member will need to be 
provided with a password. Also, the user will not get 
sent an email to notify them that they have been 
added. In contrast and if “Add members and notify 
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them via email” is selected, then a password does  
not need to be provided and the new user will be 
sent an email to claim their account, set a password, 
and set up security questions.

Note that all user names within an organization 
must be unique.  

34



Edit email address 

Manage add-on licenses

Manage user type

Manage items

Transfer content

Manage credits

View groups

View profile

Reset password

Disable/enable ESRI 
access

Disable member account

Delete member

35

Member Actions

*Deleting a member cannot be undone
*Must delete content before deleting a member
*Can transfer content to another user before deleting a member

This slide lists some administrative task that can be 
performed by administrators for specific user 
accounts. It is important to note that deleting a 
member cannot be undone. Also, you must delete 
the user’s content prior to deleting their account. If 
you do not want to delete the user’s content, items 
can be transferred to another user. 
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Instant Apps = pre-made applications that you can load your layers 
into

Presenting Your Data

36

ArcGIS Online provides many options for 
generating web apps. For example, Instant Apps 
allow you to configure a template.

These are generally easy to set up and deploy; 
however, customization is limited. We will explore 
using Instant Apps in later modules. 
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ArcGIS Storymaps = configurable apps designed for developing 
narratives using maps, text, and media

Presenting Your Data

37

ArcGIS Storymaps are a type of Instant App that 
allow you to build webpages with a variety of 
content including text, maps, media, and links. 
These are generally easy to use, edit, and configure. 
You can even use them to build webpages without 
any maps. We will explore Storymaps in a later 
module. 
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Web AppBuilder for ArcGIS = offers more functionality and is more 
flexible and configurable than Configurable Apps (does not require 
coding, can use pre-made widgets)

Presenting Your Data

38*This is being phased out.

The Web AppBuilder for ArcGIS allows for more 
customization in comparison to configurable apps. 
Also, it does not require any coding. 

This tool is currently being phased out and is being 
replaced by ArcGIS ExperienceBuilder. 
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ArcGIS ExperienceBuilder = 
web-based tool for generating 
multi-page websites that do 
not need to be centered 
around a map

Presenting Your Data

39

ArcGIS ExperienceBuilder offers more 
customization than the Configurable Apps and the 
Web AppBuilder. It is a tool to generate multipage 
websites with a variety of content. You don’t even 
need to include geospatial data or maps; you could 
design an entire webpage without any maps or 
geospatial data or design pages with lots of maps. 
All this can be done without any coding. We will 
explore the ExperienceBuilder in detail in a later 
module. 
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Dashboards = 
focused on data 
visualization and data 
insights

Presenting Your Data

40

Dashboards are used as a means to monitor data. 
These apps are more focused on data as opposed to 
maps. You will learn to make dashboards in this 
course. 
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AppStudio for ArcGIS = allows you to 
develop mobile apps

Presenting Your Data

https://appstudio.arcgis.com/

41*This is being phased out.

The AppStudio for ArcGIS allows for the creation of 
mobile apps for use on phones and other mobile 
devices. This product is being phased out and will 
not be covered in this course. 
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ArcGIS Maps SDK for 
JavaScript = offers fully 
customizable web maps and 
apps (requires coding) 

Presenting Your Data

https://developers.arcgis.com/javascript/

42

The ArcGIS Maps Software Development Kit (SDK) 
for JavaScript allows for the generation of 
interactive web maps using JavaScript. It allows for 
a high level of customization; however, the user 
must have an understanding of the JavaScript 
coding language. We will discuss this SDK towards 
the end of the course. 

At the time of this writing, the ArcGIS Maps SKD for 
JavaScript is in version 4.27. 
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Leaflet

https://leafletjs.com/ 43

Leaflet offers a free and open-source alternative to 
the ArcGIS Maps SDK for JavaScript. 

It is also a JavaScript API, so it requires 
programming knowledge. We will discuss this 
JavaScript library at the end of this course. 
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This is the end of this lecture module. 

Please return to the West Virginia View 
Webpage for additional content. 

Thanks! Hope you found this useful. 
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